Here is a quick guide to adjusting browser settings to minimize conflicts with the CheckFree Bill
Pay system.

Windows

Internet Explorer

The default cookie settings in Internet Explorer should not prohibit an end users access
into the Bill Pay System. If a user has adjusted their cookie settings to be more
aggressive in its acceptance of cookies have the end user add the following sites to its
Always Allow Exceptions List.

Financial Institution Online URL (Once user is logged in)
CheckFree server address “billpayl.pscufs.com”.

IE6

1. From Internet Explorer, select the Tools > Internet Options Menu.

Tools [WEE [ 4
Mail and News *
Pop-up Blocker L
Manage Add-ons...
Synchronize. ..

Windows Update

Send to OneMote
Sun Java Console

Internet Options...

2. Select the Privacy Tab.
i nternet Options m \

General | Securty | Privacy | Cortent | Connections | Programs || Advanced

Settings

F Mave the slider to select a privacy setting forthe Intemet
=& zone.

i - Blocks third-party cockies that do not have a compact

i privacy policy

i - Blocks third-party cockies that use personally identifiable
i information without your implicit consent

i - Restricts first-party cookies that use personally identifiable
i information without implicit consent

Sites.... H Import... ][Ad!anced...




3. Click the Sites button.
Per Site Privacy Actions E g

Manage Sites
[ *You can specify which Web sites are always or never allowed to use

=8 cookies, regardless of their privacy policy.

Type the exact address of the Web site you want to manage. and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the Web site
and click the Remove button.

Address of Web site:
billpay 1 pscufs.com Block

Managed Web sites:

Diomain Setting

4. Type in billpayl.pscufs.com

5. Click Allow

6. Do the same for the Financial Institution’s Online URL.

7. Click Ok

8. Click Apply, and then Ok.

9. You should now be ready to log into the Financial Institution site and access bill pay.
IE

1. From Internet Explorer, select the Tools > Internet Options Menu.

Bov B v @ v Pege v Took

Delete Browsing History...

Diagnose Connection Problems...

Pop-up Blocker »
Phishing Filter 3
Manage Add-ons »
Work Offline

Windows Update

Full 5creen F11
Menu Bar

Teoolbars 3

Internet Options



2. Select the Privacy Tab.
Internet Optiens -7 |23

| General | Security | Privacy |Conhent | Connections I Programs | Ad\tanced|

Settings

?= Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not have a compact

privacy palicy

- Blocks third-party cookies that save information that can
— be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

Sites ] [ Import ] [ Advanced Default

Pan-un Rlncker

3. Click the Sites button.

Per Site Privacy Actions (=3

Manage Sttes

¢_E_ ‘You can specify which websites are always or never allowed to use
_);Td> cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage. and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website;

Managed websites:

Domain Setting IEMOVE

Type in billpayl.pscufs.com
Click Allow.

Do the same for the Financial Institution’s Online URL.
Click Ok.

Click Apply, and then Ok.
You should now be ready to log into the Financial Institution site and access bill pay.
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Firefox 2.x

The default cookie settings in Firefox 2.0 should not prohibit an end users access into
the Bill Pay System. If a user has adjusted their cookie settings to be more aggressive in
its acceptance of cookies have the end user add the following sites to its Always Allow
Exceptions List.

1. Launch Firefox
2. Click the Tools menu and select Options

B - Help
Web Search Ctrl+H
Downloads Ctrl+3
Add-ons

Java Console

Firebug 4
Error Console

DOM Inspector Cirl+5hift+1
Page Info

Clear Private Data... Ctrl+Shift+Del

Options...

Tamper Data

Live HTTF headers
Header Monitor..

3. Click the Privacy Menu

[~ &

el & @ B &1 & &

Main Tabs Content  Feeds  Privacy Security  Advanced

Histary

[] remember visited pages for the last days.
[] remember what I enter in forms and the search bar
Remember what I've downloaded - (Download Statusbar)

Cookies

Accept cookies from sites

Keepuntil: | they expire [v] Show Cookies...

Private Data
Always dear my private data when I dose Firefox Settings...
Ask me before dearing private data Clear Mow. ..

OK ] ’ Cancel ] ’ Help




4. Click the Exceptions button;
- add the Financial Institution Online Address
- add the CheckFree server address billpayl.pscufs.com

- - - -
¥ Exceptions - Cookies enfimifr o

You can specdfy which web sites are always or never allowed to use cookies,
Type the exact address of the site you want to manage and then dick Block,
Allow for Session, or Allow,

Address of web site:

Site Status

192.168.2.212 Allow s
ad.adlegend. com Allow
ad.doubledidk.net Allow 3
ads.as4x. tmcs.net Allow

aus2.mozilla.org Block

billpay 1. pscufs.com Allow

c.microsoft.com Allow
demo.q2software.com Allow

et []

[Eemove Site ] [F‘.gmove All Sites l

5. Click the Close button at the Bottom of the Exceptions — Cookies window
6. Click the Ok button on the Options Window.
7. You should now be ready to log into the Financial Institution site and access bill pay.



Mac OS X

Firefox 2.x

Firefox installs with default cookie handling that should allow access into the bill pay
system. If a customer experiences problems walk them through the following steps to
resolve.

1. Launch Firefox
2. Click the Firefox menu and select preferences

LEEY File Edit View

About Mozilla Firefox

Preferences... 3,

Services »
Hide Firefox ¥H
Hide Others C#H
Quit Firefox ¥0

3. Click the Privacy Menu

.00 Privacy )

Main Tabs Content Feeds | Privacy Security Advanced

History

| Remember visited pages for the last © days.
"1 Remember what | enter in forms and the search bar

1 Remember what I've downloaded

Cookies
"1 Accept cookies from sites (ml
Keep unt they expire : [ Show Cookies... |
Private Data
EAlwa\(s clear my private data when | close Firefox W
HAsk me before clearing private data (m

=
(?)
L

4. Click the Exceptions button;
- add the Financial Institution Online Address



- add the CheckFree server address “billpayl.pscufs.com”.

en0n Exceptions - Cookies )
You can specify which web sites are always or never allowed to use cookies. Type
the exact address of the site you want to manage and then click Block, Allow for
Session, or Allow.

Address of web site:

Block Allow for Session

Site Status

billpayl.pscufs.com Allow

www.yourbankurl.com Allow

f Remave Site \ ( Remave All Sites \

5. Click the Close icon at the top of the Exceptions — Cookies window
6. Click the Close Icon at the top of Preferences Window.
7. You should now be ready to log into the Financial Institution site and access bill pay.

Safari 1.3/2.0

Safari ships with its cookie preferences to accept only from sites you navigate to
(originating sites). The Bill Pay system is a different URL from the Online Banking. If the
default Safari cookie setting is not changed the CheckFree Cookies can not to be set and
leads to failure in loading the CheckFree interface.

If a Safari user is having difficulty getting the Bill Pay site to load once they click the Bill pay
link from the online banking have the user go through the following steps.

1. Launch Safari
2. Click the Safari menu on the Application bar, select preferences.



o BN File Edit View Histor

® O About Safari
Report Bugs to Apple...

M Preferences... ]
hitps v Block Pop-Up Windows — {+ #K

Private Browsing...
Reset Safari...

Empty Cache... HE
callg

Services >

Hide Safari #H

Hide Others HEH

Show All

Quit Safari Ede]

3. Change the Accept Cookies setting to Always.

Web Content: ™ Enable plug-ins
EEnable Java
E Enable JavaScript
™ Block pop-up windows

Accept Cookies: ) Always
() Never

O Only from sites you navigate to
For example, not from advertisers on those sites

Show Cookies

EAsk before sending a non-secure form to a secure website

®

If @ user expresses concerns over accepting all cookies, given it will accept from all sites
they browse to, explain that this is a limitation of the Safari browser. Firefox for MAC OS
X allows for an exception list while maintaining a stricter acceptance of cookies from
sites the user browses. Suggest they move to using Firefox for their Online Banking.

Q2 has filed an issue with Apple on including the use of Exception list with respect to the
allowance of Cookies in the browser. We will update this doc when the issue has been
resolved.



